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Databases	
  
•  Many	
  databases	
  contain	
  sensi3ve	
  (personal)	
  data	
  

–  Hospital	
  records,	
  internet	
  search	
  informa3on,	
  the	
  set	
  of	
  friends	
  
on	
  different	
  social	
  sites,	
  etc.	
  	
  

•  It	
  is	
  a	
  common	
  scenario	
  that	
  the	
  release	
  of	
  a	
  func3on/
sta3s3c	
  on	
  such	
  data	
  is	
  socially	
  beneficial	
  
–  Used	
  for	
  appor3oning	
  resources,	
  evalua3ng	
  medical	
  therapies,	
  
understanding	
  the	
  spread	
  of	
  disease,	
  improving	
  economic	
  u3lity,	
  
and	
  informing	
  us	
  about	
  ourselves	
  as	
  a	
  species	
  

–  E.g.,	
  the	
  usage	
  of	
  hospital	
  records	
  greatly	
  helps	
  medical	
  research	
  

•  Hard	
  to	
  publish	
  databases	
  in	
  a	
  privacy-­‐preserving	
  way	
  
•  Crucial	
  to	
  ensure	
  that	
  the	
  release	
  of	
  a	
  func3on	
  on	
  a	
  database	
  

does	
  not	
  leak	
  too	
  much	
  informa3on	
  about	
  the	
  individuals	
  
–  Differen3al	
  privacy	
  is	
  a	
  quite	
  recent	
  no3on	
  that	
  tries	
  to	
  formalize	
  
this	
  requirement	
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Privacy	
  Mechanisms	
  for	
  Databases	
  
•  Non-­‐interac3ve	
  mechanisms	
  
– Database	
  publishes	
  a	
  sani3zed	
  dataset	
  
– Researcher	
  asks	
  arbitrary	
  queries	
  on	
  the	
  sani3zed	
  
dataset	
  

Figure:	
  Ashwin	
  Machanavajjhala	
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k-­‐Anonymity	
  [1]	
  

•  Each	
  person	
  contained	
  in	
  the	
  database	
  cannot	
  
be	
  dis3nguished	
  from	
  at	
  least	
  k-­‐1	
  other	
  
individuals	
  whose	
  informa3on	
  also	
  appear	
  in	
  
the	
  released	
  database	
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k-­‐Anonymity	
  -­‐	
  Limita3on	
  

•  Does	
  not	
  provide	
  privacy	
  when	
  sensi3ve	
  
values	
  lack	
  diversity	
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(a)  A	
  hospital	
  records	
  dataset	
  
(b)  The	
  4-­‐anonymous	
  version	
  of	
  the	
  same	
  hospital	
  records	
  dataset	
  

An	
  	
  
equivalence	
  	
  

class	
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A	
  3-­‐diverse	
  hospital	
  records	
  dataset	
  

l-­‐diversity	
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l-­‐diversity	
  Limita3ons	
  



t-­‐Closeness	
  

•  An	
  equivalence	
  class	
  has	
  t-­‐closeness	
  if	
  the	
  
distance	
  between	
  the	
  distribu3on	
  of	
  a	
  
sensi3ve	
  adribute	
  in	
  this	
  class	
  and	
  the	
  
distribu3on	
  of	
  the	
  adribute	
  in	
  the	
  whole	
  table	
  
is	
  no	
  more	
  than	
  a	
  threshold	
  t	
  

•  A	
  table	
  has	
  t-­‐closeness	
  if	
  all	
  equivalence	
  
classes	
  have	
  t-­‐closeness	
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Privacy	
  Mechanisms	
  for	
  Databases	
  
•  Interac3ve	
  mechanisms	
  
–  Researcher	
  directly	
  asks	
  queries	
  to	
  the	
  database	
  
– Database	
  can	
  choose	
  to	
  answer	
  truthfully	
  or	
  answer	
  
with	
  noise	
  

– Auditor	
  may	
  keep	
  track	
  of	
  all	
  the	
  queries	
  pose	
  to	
  the	
  
database	
  and	
  deny	
  queries	
  

Figure:	
  Ashwin	
  Machanavajjhala	
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Defining	
  Privacy	
  for	
  Interac3ve	
  
Mechanisms	
  

•  Ager	
  learning	
  the	
  answer	
  to	
  a	
  private	
  query	
  
one	
  should	
  have	
  no	
  extra	
  knowledge	
  about	
  
any	
  individual	
  in	
  comparison	
  with	
  the	
  earlier	
  
situa3on	
  

•  Hard	
  to	
  achieve	
  if	
  we	
  want	
  the	
  answer	
  to	
  have	
  
any	
  u3lity	
  
– We	
  must	
  allow	
  the	
  leakage	
  of	
  some	
  informa3on	
  
– We	
  can	
  only	
  demand	
  a	
  bound	
  on	
  the	
  extent	
  of	
  
leakage	
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Methods	
  to	
  Release	
  Sta3s3cs	
  
•  Large	
  query	
  sets	
  

–  Disallows	
  queries	
  about	
  a	
  specific	
  individual	
  or	
  small	
  set	
  of	
  
individuals	
  

–  But,	
  how	
  about	
  the	
  below	
  queries?	
  
•  “How	
  many	
  people	
  in	
  the	
  database	
  have	
  the	
  sickle	
  cell	
  trait?”	
  
•  “How	
  many	
  people,	
  not	
  named	
  X,	
  in	
  the	
  database	
  have	
  the	
  sickle	
  cell	
  
trait?” 	
  

Name	
   Sickle	
  cell	
  trait	
  

A	
   Yes	
  

B	
   Yes	
  

C	
   No	
  

D	
   No	
  

X	
   No	
  

Y	
   Yes	
  

Z	
   No	
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Methods	
  to	
  Release	
  Sta3s3cs	
  
•  Query	
  audi3ng	
  

–  Keeps	
  the	
  query	
  history	
  to	
  
determine	
  if	
  a	
  response	
  would	
  be	
  
disclosive	
  

–  Computa3onally	
  infeasible	
  
–  Refusal	
  to	
  respond	
  to	
  a	
  query	
  may	
  

itself	
  be	
  disclosive	
  

•  Example:	
  	
  
–  Max	
  sensi3ve	
  value	
  of	
  males?	
  

=>	
  2	
  
–  Max	
  sensi3ve	
  value	
  of	
  1st	
  year	
  

PhD	
  students?	
  
=>3	
  

–  Xi:	
  only	
  female	
  1st	
  year	
  PhD	
  
student	
  	
  
•  Sensi3ve	
  value	
  of	
  Xi:	
  3	
  

Figure:	
  Ashwin	
  Machanavajjhala	
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Methods	
  to	
  Release	
  Sta3s3cs	
  
•  Subsampling	
  
– A	
  subset	
  of	
  the	
  rows	
  is	
  chosen	
  at	
  random	
  and	
  
released	
  and	
  sta3s3cs	
  are	
  computed	
  on	
  the	
  
subsample	
  

– Appearing	
  in	
  a	
  subsample	
  may	
  have	
  terrible	
  
consequences	
  
•  Every	
  3me	
  subsampling	
  occurs	
  some	
  individual	
  suffers	
  

•  Input	
  perturba3on	
  
– Data	
  or	
  the	
  queries	
  are	
  modified	
  before	
  a	
  response	
  is	
  
generated	
  

–  Repea3ng	
  the	
  same	
  query	
  yields	
  the	
  same	
  answer	
  
– Generaliza3on	
  of	
  subsampling	
  (has	
  the	
  same	
  
disadvantage)	
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Methods	
  to	
  Release	
  Sta3s3cs	
  
•  Randomized	
  response	
  
–  Respondents	
  to	
  a	
  query	
  flip	
  a	
  coin	
  and,	
  based	
  on	
  the	
  
outcome	
  they	
  decide	
  between	
  honestly	
  repor3ng	
  a	
  value	
  
and	
  responding	
  randomly	
  

–  Privacy	
  comes	
  from	
  the	
  uncertainty	
  of	
  how	
  to	
  interpret	
  a	
  
reported	
  value	
  

•  Adding	
  random	
  noise	
  to	
  the	
  output	
  
–  If	
  done	
  naively	
  this	
  approach	
  will	
  fail	
  

•  E.g.,	
  if	
  the	
  same	
  query	
  is	
  asked	
  repeatedly,	
  then	
  the	
  responses	
  can	
  
be	
  averaged,	
  and	
  the	
  true	
  answer	
  will	
  eventually	
  emerge	
  

–  Cannot	
  be	
  fixed	
  by	
  recording	
  each	
  query	
  and	
  providing	
  the	
  
same	
  response	
  each	
  3me	
  a	
  query	
  is	
  re-­‐issued	
  
•  Syntac3cally	
  different	
  queries	
  may	
  be	
  seman3cally	
  equivalent,	
  
and,	
  if	
  the	
  query	
  language	
  is	
  sufficiently	
  rich,	
  then	
  the	
  equivalence	
  
problem	
  itself	
  is	
  undecidable	
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Problems	
  About	
  Naïve	
  Noise	
  Addi3on	
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Dalenius’s	
  Desideratum	
  (1977)	
  
•  Tore	
  Dalenius,	
  sta3s3cian	
  
•  Ar3culated	
  a	
  privacy	
  goal	
  for	
  sta3s3cal	
  databases:	
  
•  “anything	
  that	
  can	
  be	
  learned	
  about	
  a	
  respondent	
  
from	
  the	
  sta5s5cal	
  database	
  should	
  be	
  learnable	
  
without	
  access	
  to	
  the	
  database”	
  

•  Many	
  papers	
  in	
  the	
  literature	
  adempt	
  to	
  formalize	
  
Dalenius’	
  goal	
  by	
  requiring	
  that	
  	
  
–  the	
  adversary’s	
  prior	
  and	
  posterior	
  views	
  about	
  an	
  
individual	
  (i.e.,	
  before	
  and	
  ager	
  having	
  access	
  to	
  the	
  
sta3s3cal	
  database)	
  shouldn't	
  be	
  too	
  different	
  or	
  	
  

–  that	
  access	
  to	
  the	
  sta3s3cal	
  database	
  shouldn't	
  change	
  the	
  
adversary's	
  views	
  about	
  any	
  individual	
  too	
  much	
  

•  But,	
  if	
  the	
  sta3s3cal	
  database	
  teaches	
  us	
  anything	
  at	
  
all,	
  then	
  it	
  should	
  change	
  our	
  beliefs	
  about	
  individuals	
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Differen3al	
  Privacy	
  [1]	
  
•  A	
  new	
  privacy	
  goal:	
  minimize	
  the	
  increased	
  risk	
  to	
  an	
  
individual	
  incurred	
  by	
  joining	
  (or	
  leaving)	
  the	
  database	
  
– Move	
  from	
  comparing	
  an	
  adversary’s	
  prior	
  and	
  posterior	
  
views	
  of	
  an	
  individual	
  to	
  comparing	
  the	
  risk	
  to	
  an	
  
individual	
  when	
  included	
  in,	
  versus	
  when	
  not	
  included	
  in,	
  
the	
  database	
  

–  There	
  are	
  adempts	
  to	
  weaken	
  this	
  defini3on	
  to	
  increase	
  
u3lity	
  (e.g.,	
  membership	
  privacy)	
  

•  MoAvaAon:	
  A	
  privacy	
  guarantee	
  that	
  limits	
  risk	
  
incurred	
  by	
  joining	
  therefore	
  encourages	
  par3cipa3on	
  
in	
  the	
  dataset,	
  increasing	
  social	
  u3lity	
  

•  Differen'al	
  privacy:	
  privacy-­‐preserving	
  sta3s3cal	
  
analysis	
  of	
  data	
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Differen3al	
  Privacy	
  

•  Basic	
  philosophy:	
  instead	
  of	
  the	
  real	
  answer	
  
to	
  a	
  query,	
  output	
  a	
  random	
  answer,	
  such	
  that	
  
by	
  a	
  small	
  change	
  in	
  the	
  database	
  (someone	
  
joins	
  or	
  leaves),	
  the	
  distribu3on	
  of	
  the	
  answer	
  
does	
  not	
  change	
  much	
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Example	
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Figure:	
  Gabor	
  Gorgy	
  Gulyas	
  



Differen3al	
  Privacy	
  -­‐	
  Defini3ons	
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Differen3al	
  Privacy	
  –	
  Weaker	
  No3on	
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Achieving	
  Differen3al	
  Privacy	
  
•  Output	
  Randomiza3on	
  
•  Add	
  noise	
  to	
  the	
  answer	
  of	
  a	
  query	
  such	
  that	
  
– Answer	
  does	
  not	
  leak	
  too	
  much	
  informa3on	
  about	
  
the	
  database	
  

– Noisy	
  answers	
  are	
  close	
  to	
  the	
  original	
  answers	
  	
  

Figure:	
  Ashwin	
  Machanavajjhala	
  
24	
  



Laplacian	
  Noise	
  
•  Output	
  randomiza3on	
  can	
  be	
  implemented	
  by	
  adding	
  
noise	
  drawn	
  from	
  some	
  distribu3on	
  

•  Add	
  noise	
  from	
  a	
  Laplacian	
  distribu3on	
  

Figure:	
  Ashwin	
  Machanavajjhala	
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Why	
  Laplace	
  Noise?	
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How	
  Much	
  Noise	
  for	
  Privacy?	
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Sensi3vity	
  of	
  a	
  Query	
  –	
  S(F)	
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Sensi3vity	
  -­‐	
  Exercise	
  

•  Consider	
  a	
  database	
  of	
  n	
  numbers	
  in	
  which	
  
each	
  entry	
  is	
  an	
  integer	
  from	
  the	
  set	
  [0,100]	
  	
  

•  Sensi3vity	
  of	
  mean?	
  
– 100/n	
  

•  Sensi3vity	
  of	
  median?	
  
– 100	
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Differen3al	
  Privacy	
  –	
  Proof	
  (1)	
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Differen3al	
  Privacy	
  –	
  Proof	
  (2)	
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Composability	
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Composability	
  of	
  Differen3al	
  Privacy	
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When	
  Output	
  Perturba3on	
  Doesn’t	
  
Make	
  Sense	
  

•  What	
  if	
  we	
  have	
  a	
  non-­‐numeric	
  valued	
  query?	
  	
  

– “What	
  is	
  the	
  most	
  common	
  eye	
  color	
  in	
  this	
  
room?”	
  	
  

•  What	
  if	
  the	
  perturbed	
  answer	
  isn’t	
  almost	
  as	
  
good	
  as	
  the	
  exact	
  answer?	
  	
  

– “Which	
  price	
  would	
  bring	
  the	
  most	
  money	
  from	
  a	
  
set	
  of	
  buyers?”	
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Example:	
  Apples	
  for	
  Sale	
  

$1.00	
  	
  

$1.00	
  	
  

$1.00	
  	
  

$4.01	
  	
  

	
  

Set	
  the	
  price	
  of	
  apples	
  at	
  $1.00	
  for	
  profit:	
  $4.00	
  	
  
Set	
  the	
  price	
  of	
  apples	
  at	
  $4.01	
  for	
  profit	
  $4.01	
  
	
  
	
  
Best	
  price:	
  $4.01	
  	
  
2nd	
  best	
  price:	
  $1.00	
  	
  
Profit	
  if	
  you	
  set	
  the	
  price	
  at	
  $4.02:	
  $0	
  	
  
Profit	
  if	
  you	
  set	
  the	
  price	
  at	
  $1.01:	
  $1.01	
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Exponen3al	
  Mechanism	
  [1]	
  -­‐	
  Overview	
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  Founda3ons	
  of	
  Computer	
  Science,	
  2007	
  



Score	
  Func3on	
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Score	
  Func3on	
  –	
  Examples	
  

38	
  



Sensi3vity	
  of	
  Score	
  Func3on	
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Exponen3al	
  Mechanism	
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Privacy	
  of	
  Exponen3al	
  Mechanism	
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Privacy	
  of	
  Exponen3al	
  Mechanism	
  -­‐	
  Proof	
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Privacy	
  of	
  Exponen3al	
  Mechanism	
  -­‐	
  Proof	
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Privacy	
  of	
  Exponen3al	
  Mechanism	
  -­‐	
  Proof	
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U3lity	
  of	
  Exponen3al	
  Mechanism	
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U3lity	
  of	
  Exponen3al	
  Mechanism	
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U3lity	
  of	
  Exponen3al	
  Mechanism	
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Exponen3al	
  Mechanism	
  -­‐	
  Examples	
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Exponen3al	
  Mechanism	
  -­‐	
  Examples	
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Summary	
  
•  Differen3al	
  privacy:	
  

–  Strong	
  adversary	
  (who	
  may	
  know	
  exact	
  informa3on	
  about	
  all	
  but	
  one	
  
individual	
  in	
  the	
  data)	
  

–  Adversary	
  can’t	
  dis3nguish	
  between	
  two	
  worlds	
  with	
  different	
  values	
  
for	
  an	
  individual	
  (or	
  if	
  an	
  individual	
  is	
  in	
  the	
  table	
  or	
  not)	
  

–  Sa3sfies	
  composability	
  
•  Adding	
  noise	
  from	
  a	
  Laplace	
  distribu3on	
  guarantees	
  differen3al	
  

privacy	
  	
  

•  Exponen3al	
  mechanism	
  can	
  be	
  used	
  to	
  ensure	
  differen3al	
  privacy	
  
when	
  range	
  of	
  algorithm	
  is	
  not	
  a	
  real	
  number	
  

•  Every	
  differen3ally	
  private	
  algorithm	
  is	
  captured	
  by	
  exponen3al	
  
mechanism	
  
–  By	
  choosing	
  the	
  appropriate	
  score	
  func3on	
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